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Definition
Tor is a network of virtual tunnels that allows people and groups
to improve their privacy and security on the Internet.
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Journalists use Tor to communicate more safely with
whistleblowers and dissidents.

Non-governmental organizations NGOs use Tor, corporations
use Tor

Groups such as Indymedia recommend Tor for safeguarding
their members online privacy and security.

Activist groups like the Electronic Frontier Foundation EFF
recommend Tor as a mechanism for maintaining civil liberties
online.

Hackmeeting attendees use Tor ;)
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WAIT, why Tor? we have proxys

» who's the admin behind that 111
proxy?
» X-Forwarded-For header?

» slow, types(socks4,5 http,
https...), ports/fw... JalLL

» proxy are OK sometimes

> time to mention [2P,
Freenet, VPN

> ssh -ND 4444 yourhost.net
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OKI! Let's go using Tor! :D

Some reading:
https://www.torproject.org/about/overview.html.en
Or... some pictures:
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OKI! Let's go using Tor! :D

Some reading:
https://www.torproject.org/about/overview.html.en
Or... some pictures:

E) How Tor Works: 1 ED How Tor Works: 2 ED How Tor Works: 3

Alice Alice Alice

Stop 2 Alle's Tor client .

PIcks & oA Step 3t W ata lator tme, the

Sestinationsorver Grecn [ [+ ser vt snter i
sacon:

links are encrypted, red
links are in the clear.

\ Tone
- -
e

Dave = Bob Dave
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Clave de Router A
Clave de Router B
Clave de Router C

Mensaje

Onion routing
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Remember: we want Tor to use Bitcoins to buy hosting :P
How do we use Tor in Real Life™?

» Torbutton
> deprecated!
» Tor Browser Bundle

> patched version of Firefox, easy

» only web surfing

» don't install plugins

» don't open documents downloaded

jaXvi hm 2013 poc 17/65
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» Tails: The Amnesic Incognito Live System
live DVD—SD—USB

» debian+tor

> no-trace

» being paranoid: coreboot: BIOS replacement

v

» https://www.whonix.org *my choice

v

TorBOX gateway now "Whonix anonymous operating system”
debian+tor

Virtual Machine(s) (GW-+desktop)

comfortable

v vy
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setup
Whonix 1. reliable PC, OS,
Anonymous Operating System connection?
I { gﬁ= 2. working Virtual Box
e _E';"ﬁ;»___ 3. pre-install advice
pEEE" E4T 4. download

NON TORIFIED

! Whonix-Gateway
5. download Whonix

signing key (PGP)

6. import key

7. verify downloaded
VM

8. same for
Whonix-Workstation
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jaxvi@piv:”/Vi$ gpg --import adrelanos.asc
gpg: clave 713AAEEF: «adrelanos <adrelanos@riseup.net>» sin cambios
gpg: Cantidad total procesada: 1
gpg: sin cambios: 1
jaxvi@piv:~/VM$ gpg --fingerprint 9B157153925C303A42253AFB9C131AD3713AAEEF
pub  4096R/713AAEEF 2012-03-02
Huella de clave = 9B15 7153 925C 303A 4225 3AFB 9C13 1AD3 713A AEEF
uid adrelanos <adrelanos@riseup.net>
sub  4096R/794279C4 2012-03-02

jaxvi@piv:~/VM$ gpg --keyid-format long --verify Whonix-Gateway-7.ova.asc Whonix-Gateway-7.ova
gpg: Firma caducada en vie 11 oct 2013 00:32:09 CEST

gpg: usando RSA clave 9C131AD3713AAEEF

gpg: Firma correcta de «adrelanos <adrelanos@riseup.net>»

gpg: AVISO: jEsta clave no estd certificada por una firma de confianza!

gpg: No hay indicios de que la firma pertenezca al propietario.

Huellas dactilares de la clave primaria: 9B15 7153 925C 303A 4225 3AFB 9C13 1AD3 713A AEEF
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Importar servicio virtualizado

Servicio a importar

VirtualBox

i ici Oper
Format (OVF). i ione el archivo a
importar abajo.

Abrir ser

| Ocultar descripcién | | < Anterior | | Siguiente > || Cancelar |
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B o Seleccione un servicio virtualizado («Appliancev) para importar

Places X(Pq)*eg D\FD ’ﬁrv
B8 Home > Home > VM
@ Network Ser
B Root &= kau
Trash S SHARED-VM
1486 GBENC... |E5 TOR
1444 GiB Har... |ES TOR-VM
[E5) TorBOX-Gateway
[E5) TorBOX-Workstation
B whonix-Gateway
S win?
W# TorBOX-Gateway.ova
W# TorBOX-Workstation.ova
N Whonix-Gateway-7.ova
& Whonix-Gateway.ova
& Whonix-Workstation-7.ova

Name: (| )| open |
Filter: | open Virtualization Format av|| @ cancel

hm 2013 poc




setup screenshots

Importar sewvicio virtualizado
Preferencias de servicio
VirtualBox. Puede cambiar algunas de
doble clic en los el deshabilitar otras usando

Estas son las maquinas virtuales

las casillas de abajo.

Descripcién Configuracién

Sistema virtual 1
%2 Nombre ‘Whonix-Gateway_1
@ producto ‘Whonix-Gateway
@ Vendedor Whonix
@ uRL g
D Version 7

@ Tipo de 50 invitado & Debian o

|__ Reinicializar la direccion MAC de todas las tarjetas de red

|_ Restaurar i || <Anterior || importar || Cancelar |

hm 2013 poc
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Acuerdode Licencia de Software

tema virtual eWhonix-Gateway_1» requiere que aeepte los
terminos y condiciones de la Licencia de Software mostrada a
continuacion.

Haga clic en Acepto para continuar No acepto para cancelar la
importacion.

i1t GATEWAY - LOW RAM? 33

IF your computer has 2GB o less RAM, set the RAM for Whonix-
Gateway to 128MB to automatically boot into a command-line
environment. The Gateway will work normally, and you can configure
it via the command-line. IFyou need a graphical environment,
temporarily increase RAM to 512MEB to boot to 2 desktop.

snpnEsEEAHERE
## SNAPSHOT ##

' Acepto @ No acepto Imprimir... Guardar...
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B ) Importando servicio virtualizado .. Importing appliance /homefiaxviN... &

% Importing virtual disk image 'Whonix-Gateway-7-disk1.vmdk .. (2/2)
WP T e
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[@  importando servicio virtualizado . Importing appliance /homefiaxviV... (0

b Importing virtual disk image "Whonix-Gateway-7-disk1.vmdk’ ... 2/2)
Y EE— e o
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@ Whonix-Gateway_1[Corriendo] - Oracle VM VirtualBox
Maquina  Ver Dispositivos Ayuda

File Edit View Bookmarks Settings Help

Whonixsetup - Connection Wizard

Welcone to Whonix!

The prograns included with Whonix are free software. The distribution
terns for each progran are described in /usr/share/doc/*/copyright
Whonix comes with ABSOLUTELY NO WARRANTY and is a derivative of Debian
GNU/Linux. It is produced independently of, with no quarantee from, The
Tor Project

Whonix is experimental. Do not rely on it for strong anonymity

user : whonix-autosetu

do NOT use

Whanix. The more you learn abaul Whonix and ananymily, the safer yau can become. Reading Whonix documantation i< racommended.

forany Toranc.

aXv hm 2013 poc

J >
S () §P) 0| O [ arDerecho

27/65



setup screenshots

Basics
Diagrams

Setup
How to fail

e Whonix-Gateway_1 [Corriendo] - Oracle VM VirtualBox ¥ &

Maguina Ver Dispositivos _ Ayuda

View Bookmarks Settings Help
onnection Wizar

T T ¥
Before ve let Tor connect, we need to know about your Internet connection

File Edit

which of the following applies to you?

(Please scroll down using the arrow keys)

[
2 I want to disable Tor,

3 Tor is censored or dangerous in my area

4 I use proxy or firewall settings to connect to the internet

<Cancel>

] user : whonix-autosetu
o NOT use Whonix.Gataway for any purpose oiher than configuring Tor anc

o , 1o N
WHONIX. The mora ol 18 am abaUt WHORIx ahd anonymity, the Safar yau can bacoma. Raading Whonx documantation 1& racommend

) >
S @@ 10| O F) aDerecho
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il G Whonix-Gateway_1 [Corriendo] - Oracle VM VirtualBox OO
Maquina  Ver Dispositivos  Ayuda

File Edit View Bookmarks Settings Help

= Connect to the Tor network.

Connect to the public Tor network now?

By default, Tor does not try to hide the fact that you are using it. If
this concerns you, select "No® now. Then, select the menu option "Tor is
censored or dangerous in my area” and foilow the instructions

Ultinately, the best protection is a social approach: the more Tor users
there are near you and the nore diverse their interests, the safer it will
be to use it. Convince other people to use Tor!

Note: whonixsetup enables Tor networking by uncomnenting "DisableNetwork
0" in /etc/tor/torrc

= User ; whonicautosetu

7 5 7 PrEETh o NOT use forany Tor ane.
Whonix. The more you Ieam about Whorix and anonymity, the safer yau can become. Reading Whonix documentation 1s recommended. v

) >
Q0@ 10| OBl arberecho
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G Whonix-Gateway_1 [Corriendo] -Oracle VM VirtualBox

File Edit View Bookmarks Settings Help
Whonixsetup - Infe

Tor netvorking has been enabled in /etc/tor/torrc

Press Enter to reload Tor and check its status

] User ; whonx-autosatu

do NOT use forany Toranc.
mentation is recommended v

Whanix. The more you lear abaut Whonix and anonymily, the safer yau can bacome. Reading Whonix doct

30/65
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o™ Whonix-Gateway_1 [Corriendo] - Oracle VM VirtualBox Yo &
Maquina Ve Dispositivos _ Ayuda

File Edit View Bookmarks Settings Help
Whonixsetup - Success!

Tor was successfully reloaded

Press Enter to run whonixcheck and exit

1o NOT use Whonlx-Gatewa)
Whonix. The more yo 18ar about Whonix ahd anonymity, Ihe safer yau can become. Reading Whonix documniatan 1s racommandad

'y for any purpose other than configuring Tor anc

) >
Q@10 | O[3 ctrlberecho

aXv
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iro1® Whonix-Gateway_1 [Corriendo] - Oracle VM VirtualBox RS
Miquina Ver _Dispositivos _Ayuda

Checking Tor Connection, Tor Browser Version, Operating System Updates, Whonix Version, Whornix News
This will happen in background and ill take approximately three minutes.

I

[/ tmesync Whenlx-Gatewey 7-debpackagel Sat Nov 2 04:24:35 UTC 2013

Running Secure Network Time Synchronization (timesync)...
This wil happen in background and if intemet connectivity is functional it wil take approximately 60 seconds.

if you ke to watch the log, open a terminal and run
tail -f varflog/sdwdate.Jog

For better anonymity, please do not use the intemet in Whonix until timesync succeeded

¢ cancel

N
Tor
checking for Whoni

G i v o NOT use Whonix-Gateway for any purpose other than configuring Tor anc
Whoi. The more you 16 A AbG Ut WHORIx ahd anGnymity. ihe Safer yau can become. Reading Whonix documentation 18 recammended

efor:=iv| J@ClﬂDem(ho
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@ Whonix-Gateway_1 [Corriendo] -Oracle VM VirtualBox ORCSEES
M3quina  Ver  Dispositivos  Ayuda
[ WARNING whonixcheck Whonix-Gateway 7-debpackagel Sat Nov 2 04:24:40 UTC 2013 2o

A whonixcheck

Whonix s produced independently of, with no guarantee from, The Tor Project.
Whonix s experimental software. Do not rely on it for strong anonymity.
https:/wwwwhonix.org

Tor Bootstrap Result; Connected to Tor,

SocksPort Test Result: Connected to Tor. IP: 195.46.185.37

Whenix News Download Result: Installed Whonix Debian Package 7-debpackagel is up to date.
Whonix News Download Result: Installed Whonix Build 7 is up to date.

Whonix-Gateway Debian Package News:
No important Whonix News

Whonix-Gateway Build News:
No important Whonix News,

Debian Package Update Check Result

Apt-get reports that 1 packages can be updated

please update Whonix-Gateway and WhonbcWorkstation:

(Open a terminal, Start menu -> Applications -> System -> Terminal.)
sudo apt-get update && sudo apt-get dist-upgrade

A S A A
. < >
9 @@ 10| O [®laperecho

FPlirpose oher than configuring Tor anc
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setup screenshots

Pantalla
@ Almacenamiento
B Audio

B Puertos serie

& uss

@ Carpetas compartidas

Whonix-Workstation - Configuracion

Red

Adaptador 1 | Adaptador 2
v/ Habilitar adaptador de red

Conectado a: | Red interna

Adaptador 3 | Adaptador 4

Nombre: | Whonix

b Avanzadas

de la izquierda n sobre un

Seleccic i io/ is
elemento de configuracion para obtener mds informacidn.

« Aceptar || @ Cancelar

hm 2013 poc
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[ whonixcheck WhonixWorkstation 7-debpackagel Sat Nov 2 04:28:4§ UTC 2013

whonixcheck has not been completed for more than one day. Running whonixcheck again in 377 seconds,

You can also cancel waiting and manually start whonixcheck right away.

Checking Tor Connection, Tor Browser Version, Op erating System Updates, Whonix Version, Whonix News
This will happen in background and will take approximately three minutes

Contribute to Start Tor
Whonix: Browser (W

Developer Tor Browsel
Mailng List  Recommeni

Y &

Donate to Update Tor
Whonix Browser

®
userHelp
Forum

e & @ & whonixcheck Whonix-Works

jaXvi hm 2013 poc 35/65
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) WARNING whonixcheck Whanix-Workstation 7-debpackagel Sat Nov 2 04:28:46 UTC 2013 BE

A whonixcheck

Whonix s produced indepandently of, with no guarantes from, The Tor Project.
Whonix is experimental software. Do not rely on it for strong anonymity.
https /www.whonbx.org

Tor Bootstrap Result: Connected to Tor.
SocksPort Test Result: Connected to Tor. IP: 77.247.181,164

TransPort Test Result: Connected to Tor. IP:5.199.142,195

Stream Isolation Test Result: Functional.

Whonix News Download Result: Installed Whonix Debian Package 7-debpackagel is up to date
Whenix News Download Result: Installed Whenix Build 7 is up to date,

Whonix-Workstation Debian Package News:
No important Whonix News,

Whonix-Workstation Build New:
w S ER0s e el s i o e A7 e i ity e o s

s s e S el

Debian Package Update Check Result

Apt-get reports that 1 packages can be updated.

please update Whonix-Gateway and Whonix-Workstation:

(Open a terminal, Start menu -> Applications -> System -> Terminal.)
sudo apt-get update && sudo apt-get dist-upgrade

Whonix Blog Download Result: Success.
Tor Browser Update Check Result:

Installed Tor Browser version: 2.3.25-13. Latest Tor Browser version: 2.3.25-14
Please run: Start menu -> Applications -> System -> Tor Browser Updater

3 e« & @ & WARNNG whonixcheck WhonixWork

jaXvi hm 2013 poc
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| e
Maquina _Ver Dispositivos Ayuda File Edit View History Bookmarks Tools Help
AN O PPN ERHN TR SR TN 3 £ TOR Node Checker Tool - for 96.47.2... | & |
fle Edit View Higtory Bookmarks Tools Help
— — - — — dan.me.uk v 3v o L 4y e v
& Are you using Tor? (%1 € a €l 2 v !

. O e e Koreok QOIS | i28-itssLIPvs 8
PN Torprofect org - =

@ File Edit View Bookmarks > TOR Node Checker

. HTTPS Everywhere is now active. You can toggle it on a site-by-site basis by clicking the icon in the addresf| D T ———

Congratulations. Your browser is conl If you require more information (such as location, or originating ISH

Te @ jaxvizbash
or. + BGP Looking Giass 1P to Query: 96.47.226.22 Check

+ BGP Lookup Tool
Otput from TOR Node Checker foo
Pleass refer to the Tor website for further information about using Tor safely. You ayj * BRGIEhHRSATES) |+ TR dose Crecier Teot |
Internet anonymously. o '

+ DNS Blacklsts (dnsbl) N
% Hello, 77.231.93.21¢, pleased to seet you

FRRC Sl % Checking IP: 96.47.226.22
Your IP address appears to be: 194.104.126.126
+ Eiter List Generator Stotus: ACK
Exit-tode: ACK
This page iz sleo available in the folloving languages IS & TOR.Nase: vannabe
. " o (P information Yool « TOR-Onson.Port: 443
v (hrsbiva) Gurnsse Zesky dansk Deutsch ENnvu (ELliniks) Endlish szpscl Estomian s (Firsi] suosi francais Itd ToR Foen. Butt et Nomed Rumning Stable Volid
= = = A i e a2 loul % TOR-Exit-Node: ACK
] b o & TOR-Verston: Tor 6.2.4.17-rc
[File | Edit View Bookmarks Settings Help + Local Server Information o e aaggr O AT e on Linux

% TOR-Bandwidth-Average Bytes: 52426808

'+ Password Tool % TOR-Bandwidth-Burst-Bytes: 104857600

% TOR-Bandwidth-Estisated-Bytes: 40037628
» Picture Gallery % TOR-Contact: Torservers.net

N ~
>

e ™
0820, 0 Flcoereo
K| Frefox A Konsole L5~ Creacion de pres: || @ Inbox-javi@sindor || ) virtualBox |52 xchat:jaxi_@ Fre )56
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[

BT - Configuracion

Sl | Red

Sistema

Pantalla Adaptador 1 Adaptador2 ~ Adaptader3  Adaptador4
Almacenamiento /| Habilitar adaptador de red

Audio Conectado a: | Red interna

Red Nombre: [ whonix|

Puertos serie [> Avanzadas
uss

Do ovoEEMm &

Carpetas compartidas

ic i i de(a izquierday mueva el ratén sobre un
elemento de configuratcion para obtener mas informacion.

& Avuda « Aceptar || @ Cancelar
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setup screenshots

[ K™ w G O
P— o
A @ BT [Corriendo] - Oracle VM VirtualBox Y &
Maquina  Ver Dispositivos  Ayuda
8% r—
File_Edit_View History Bookmarks Tools Help
& Are you using Tor? x| R|&| A
& & [& e ek torprojectors =

annratulatlons Your browser is configured to use Tor.

| BackTrack
/4 Education >
| % Graphics >
@ internet , 1 the Tor website for further information about usmg Tor safely. You are now free to browse the Internet
Ja Multimedia > anonymously.
office >
4 Settings > Your IP address appears to be: 199.48.147.37
o System >
. utities > This page is slso available in the folloving anguspes L
¥ wine > 3 st bt Do (i) S i st s i Sl 580 o (il st
5. Lost&Found > polski Portuouas Portu L romind Pyccui (R, 1 Thai Tirkce It Yistnemess

|/ Favorites >

v o Run Command.

o © Leave >
I T yremr mT— T
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Just in case...
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epic fail

August:

mise v @] [:3v buckouck

Naked Security

4 Lot blocking exacifon of Gz Anstomy of s cyograptic orace - . b E e

Freedom Hosting arrest and takedown ] =
linked to Tor privacy compromise

Retea
Do it!

Don't show me this again

Tor and the Deepnet:

by John Haw

FILED UNDE

n August5, 2013 | 7 Commen
Featured, Firel

aw & order, Priv FBI claims that Tor

d child abuse
The anonymising service Tor and the | investigation

secretive web underworld operating under

its shadowy cloak were rocked over the

weekend by the arrest of a major hosting Tor usage doubles in
provider, and suggestions that malicious August New privacy-
JavaScript may have been planted on a TO' Faiioni] ¥

number of sites, aimed at revealing the
identities of those using Tor.

Facebook's untimely

Eric Eoin Marques, a 28-year-old Irish citizen, is being held without bail in Té block on Tor

Ireland after a preliminary extradition hearing on Saturday aimed at sending Keniy freaks aut
him to the US, where he would face charges of distributing child pomography
oniine.

¥ Tor-hidden aniine
Marques owned and operated the "Freedom Hosting" service inside the Tor % narcoics store, Th

network, thought to be one of the argest operators within Tor having provided |, % Sl Farmers Morket
a number of popular privacy tools including TorMail B S minatonal sing
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epic fail

October:

Basics
Diagrams

Setup
How to fail

CBCNEWS |Technology & Science prae

N THE NEWS

Home | Woid | Canada | Poilcs | Business | Healh | AtsAEnierainment hnology & Science | Community | Weather | Video,

Quirks & Quarks Blog_ Spark _Pholo Gallr

Silk Road's alleged mastermind: How the FBI caught him

da helped authorities catch Dread Pirate Roberts’

Fake IDs ordered from Cal

FBl agents found him Stay Connected with CBC News
in the science fiction
section of a small
branch of the San
Francisco public
library, chatting
online.

Top News Headli

— The man known as
Related Stories  Dread Pirate Roberts

« Welcome tothe

ark web: ahaven
forllsgalvatckng  was on his personal

«SikRoadilegal  laptop Tuesday afteroon, authorites said, talking about the vast back = Folow e Conservaie comvanton, Day 2
Growebsie st market bazaar tha i bellved to have brokered more than 1 bilionin |

transactions for ilegal drugs and services.
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How to fail

epic fail

Please, think about it:
> traceability

» correlation is not causation but...

LOGS; LOGS EEEEVERYWHERE

memegenerator.net
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https://en.wikipedia.org/wiki/Correlation_is_not_causation

Basics
Diagrams

Setup
How to fail

epic fail

Please, think about it:
» software vulnerabilities (!= tor protocol vuln)
» info leaks, talk to strangers
» anonymous' epic fails
» metadata, OSINT
» VPN, end to end encryption
> read more
> fails++;
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http://grugq.github.io/blog/2013/10/09/it-was-dpr/

Bitcoins

Bitcoins
Basics
How to
Setup

jaXvi

Basics
How to
Setup
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Bitcoins How to

Setup

basics

Definition

Bitcoin is a distributed peer-to-peer digital currency that functions
without the intermediation of any central authority. The concept
was introduced in a 2008 paper by a pseudonymous developer
known only as " Satoshi Nakamoto™.

http://bitcoin.org/bitcoin.pdf
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http://bitcoin.org/bitcoin.pdf

Bitcoins

basics

» Not new but it's in the news

jaXvi

Basics
How to
Setup
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» Not new but it's in the news

> real

jaXvi

Basics
How to
Setup
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» Not new but it's in the news *"6
> real t*ﬂ
. . ) L3
> super IntereStlng bOth bitcoin.org bitcoin.org

technologically and socially

bitcoin.org
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» Not new but it's in the news *"6
> real t*ﬂ
. . ) L3
> super IntereStlng bOth bitcoin.org bitcoin.org

technologically and socially
difficult to understand the internals

v

bitcoin.org
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basics

» Not new but it's in the news

B0

> real 2
. . ) L)
> super | nterestin g both bitcoin.org bitcoin.org

technologically and socially

» difficult to understand the internals
» not so difficult to use

bitcoin.org
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Basics
Bitcoins How to

Setup

basics
» Not new but it's in the news *"6
> real t*ﬂ
. . Q L
> super interesting both bitcoinorg  bitcoimorg
technologically and socially
» difficult to understand the internals
» not so difficult to use
> let's see the basics bitcoin.org
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| said basics

1. You need a wallet, a bitcoin client software
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| said basics

1. You need a wallet, a bitcoin client software

2. You have addresses in your wallet
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Basics
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basics

| said basics
1. You need a wallet, a bitcoin client software
2. You have addresses in your wallet

3. let's say addresses are: btc balance + public address + private
key
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Basics
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basics

| said basics
1. You need a wallet, a bitcoin client software
2. You have addresses in your wallet

3. let's say addresses are: btc balance + public address + private
key

4. there is a shared public ledger : the block chain
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basics

Basics
Bitcoins How to

Setup

| said basics

1. You need a wallet, a bitcoin client software

2. You have addresses in your wallet

3. let's say addresses are: btc balance + public address + private

key
there is a shared public ledger : the block chain

Alice sends BTC to Bob

5.1 Alice tells her client to transfer BTC to Bob's address
5.2 her client sign (with the private key) the transaction
5.3 the transaction needs to be verified

jaXvi hm 2013 poc
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1. the miners verfy the transaction
1.1 miners work with a block
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1. the miners verfy the transaction

1.1 miners work with a block
1.2 the miners’ computers calculate hashes
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basics

1. the miners verfy the transaction

1.1 miners work with a block
1.2 the miners’ computers calculate hashes
1.3 they try to find an special nonce+hash (difficult)
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Basics
Bitcoins How to

Setup

basics

1. the miners verfy the transaction
1.1 miners work with a block
1.2 the miners’ computers calculate hashes
1.3 they try to find an special nonce+hash (difficult)
1.4 if they find it, that block goes to the block chain
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Basics
Bitcoins How to

Setup

1. the miners verfy the transaction

1.1
1.2
1.3
1.4
1.5

miners work with a block

the miners' computers calculate hashes

they try to find an special nonce+hash (difficult)
if they find it, that block goes to the block chain
the miners earn BTC! and trans is confirmed!
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Alice, Bob r u mad?
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Alice, Bob r u mad?
Let's try with a picture...

X hm 2013 poc 50/65



basics

Basics

Bitcoins

Setup

Bob, an cnline mel
Alice, a buyer, h

WALLETS
AND
ADDRESSES

SUBMITTING
APAYVENT

o
88

b

"

s et deptre st
it T i
e

Heehynt

hant, decides to begin
itcoins and wants to purchase merchandis

ccepting oitcoin:

payment.
from Bob.

o |\_/‘
an ther it Gt —
e =

o

CREATING = e ML‘CLJ{U

T ks % % i A

Vo et o akbesses s bk
b
i o (Y

[l

e

VERIFYING i
TRANSACTION e e
o

Srreentereorcar e
et e
s

e

How to

e

Croptographic
o e

S s

s Bty i

e R

St st e

et e e
ey
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S G

TRANSACTION ﬁL
VERIFIED
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e ey R
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Basics
Bitcoins How to

Setup

my setup

» Getting bitcoins

» haxOr way: mining

> lame way: buying (* fast)
» Store bitcoins

» local wallet on encrypted volume (tested, ok but needs your
work)
» online wellknown wallets MTgox (*what you probably expect

:P)
» OH WAIT! you have to send almost DNA sample to mtgox,
that doesn't seem to be privacy-friendly
> one-use ewallet
» OH WAIT! bitcoins transactions are public
> use a mixer

jaXvi hm 2013 poc

52/65


https://www.mtgox.com/
https://blockchain.info/wallet
https://blockchain.info/wallet/send-shared

demo time

1HW65ZrAFd9XMq9o2HBGZnFDR5d7GpS1F8
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https://blockchain.info/address/1HW65ZrAFd9XMq9o2HBGZnFDR5d7GpS1F8

Be water
Data

Profile

Profile
Be water
Data
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Be water
Data

Profile

be water

> prepare to be someone else (inside tor)
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http://freehaven.net/anonbib/
http://lmgtfy.com/?q=million+fake+U.S.+identities+searchable

Be water
Data

Profile

be water

> prepare to be someone else (inside tor)
» GOTO 60
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http://freehaven.net/anonbib/
http://lmgtfy.com/?q=million+fake+U.S.+identities+searchable

Be water
Data

Profile

be water

> prepare to be someone else (inside tor)
» GOTO 60
> being anon is hard, Pro tip: read a lot
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http://freehaven.net/anonbib/
http://lmgtfy.com/?q=million+fake+U.S.+identities+searchable

Be water

Profile Dt

be water

prepare to be someone else (inside tor)
GOTO 60
being anon is hard, Pro tip: read a lot

>
>
>
» hardcore demo

FEEL LIKE A SIR
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http://freehaven.net/anonbib/
http://lmgtfy.com/?q=million+fake+U.S.+identities+searchable

Be water

Profile Dt

fake profile

- [First Middle| Last [Suffix
ame [Kate [Libby [Ziebert

[31753 Cecil Avenue

Address Delano, CA
193215-9590
Home Phone (661)721-3145
Cell Phone (661)301-1257

Social Security Number 607-40-0409
CA Drivers License

Passport
[PUSHIEBERT<<KATE<L[B87<exesescesesescesecs ncbgore
Passport Code [22713102700546201 234F1 303269) <c<ceccececcel [}
[Number: 4256-2476-2114-9879 }
Credit Card 1 [Expire: 0415 e
[CCV: 450
[Number: 4936-7163-0044-5337 e VAN
Credit Card 2 [Expire: 1212
|ICCV: 078
Number: 5451-3727-9379-0235 Coonlle
Credit Card 3 [Expire: 1214 it €2013 G
[CCV: 231
Gender [Female
Demographic [45To 54

CA Birth Date [23Jan-1962

+ email
+ photo ;)
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Hosting hiring

FAQ
Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC
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https://en.bitcoin.it/wiki/Trade#Dedicated.2FVirtual_Server_Hosting

Hosting hiring

FAQ
Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n
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Hosting hiring
FAQ

Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n

3. prepare your wallet(s)
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Hosting hiring

FAQ
Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n
3. prepare your wallet(s)

4. send some BTC, always use
mixer
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Hosting hiring
FAQ

Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n
3. prepare your wallet(s)

4. send some BTC, always use
mixer

5. choose provider, create
account
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Hosting hiring

Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n
3. prepare your wallet(s)

4. send some BTC, always use
mixer

5. choose provider, create
account

6. u r inside Tor, aren't you?
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https://en.bitcoin.it/wiki/Trade#Dedicated.2FVirtual_Server_Hosting

Hosting hiring
FAQ

Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n
3. prepare your wallet(s)

4. send some BTC, always use
mixer

5. choose provider, create
account

6. u r inside Tor, aren't you?

7. remember slides 0 - n x2
nervous?
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https://en.bitcoin.it/wiki/Trade#Dedicated.2FVirtual_Server_Hosting

Hosting hiring
FAQ

Last

hosting hiring

1. shouldnt be difficult to find
hosting in BTC

2. remember slides 0 - n

3. prepare your wallet(s)

; |
4. send some BTC, always use Take my BTC!

mixer

5. choose provider, create
account

6. u r inside Tor, aren't you?

7. remember slides 0 - n x2
nervous?
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Hosting hiring
FAQ

Last

hosting hiring

& Are you using Tor? 8| (] Shopping Cart - Microtro... 3 [o AOLcom - Welcome to ... 93 [ My Wallet - Be Your Ow... 33 | @ Send Shared - Blockchai... 3¢ | B 3.965 USD - Preev PIES
& ® [a ntpsyclients microtronix-tech.com/cart.ph; e ~ 2 [~ Google a2
E

New Customer | Exlsting Customer

First Name  Kate Adress 1 31753 Cecll Avenue

Last Name  Libby Address 2
Company Name It City Delano
Emall Address kate_libby@aol.com State/Region_Callfornia

Zip Code 31753
Country United States

Phone Number (661)301-1257

Promotional Code Payment Method

Valdate Code o © et Cara (PayPal) O Greatt Card (stre) 65 Bitpay (Bicon
Automatic Payments)

control panel
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Hosting hiring
FAQ

Last

hosting hiring

{ZMicrotronix - Invoice #3028 3¢ [ Client Area - Microtronix %

Unpaid
Microtronix i T A e P

Py Now.

Invviced To ay 1o
i 3015 Novarre
Kate Linby Orogon, OH 13610
31753 Cect Avenue,

Dolan, California, 31753

Invoice #3028
Iavoice Date: Wednosday, October 308, 2013
Due Date: Friday, Noverber 151, 2013

Description Amount
mVPS-256 - ibson GO/10/2013 - 29/11/2013)

Operating System: Debian 7 06.64
Control Pael Nane

Extr 1P Address: 0% 1 $2.00 USD s v
Management. Unmanaged
Sub Total: $2.95USD.
Credit: $0.00 USD.
Total: $2.95USD.
Transactions
‘Transaction Date. Gateway. ‘Transaction ID Amount

Balance:  $2.95USD.

invoice

aXv
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Hosting hiring
FAQ

Last

hosting hiring

& Are you using Tor? 3¢ | B AoL Mail

@ ® [ @ srrear, LLC(US) bt

Error 1006

lient Area - Microtronix PR

+//bitpay.com/invoice?id=Ki

What happened?

The owner of this website (bitpay.com) has banned your IP
address ().

CloudFlare Ray ID: ¢586¢6d52ff020e * Your IP: 96.47.226.20 * Help + Performance &security by CloudFlare

ooops shit happens!
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Hosting hiring
FAQ
Last

andl take your fail with you

technoviking to the rescue!
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hosting hiring

My Wallet - Be Your... 3¢ | W Send Shared - Bloc... 3¢ | B 0.01466 BTC - Preev 3¢ |

~ & [F+ Googe e

$ Are youusingTor? 3¢ | B2 AOL Mail
%@ ® [@ srmear, LLC(s) | https/bitpay.com/invo

#3028

0.0145BTC

Pay with Bitcoin »

THWSZIAFdSXIMS02HBGZAFDRS

= 00145 BTC=2.95 USD

O 1402
Microtronix
4 #3028

3015 Navarre

Oregon, OH 43616 #3028 5295
United States

$2.95 USD

. (419) 9721746

Thank You
Kate Libby

31753 Cecil Avenue

Delano, CA31753

. (661)301-1257
© kate_libby@aol.com

payment
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hosting hiring

File Edit View History Bookmarks Tools Help

$ Are you using Tor? 2| B AoL Mail K[|

5-111/a01-6/e

ver Information

Sl N

Yato_ i
@ oo

n
14

@ nvoice Payment Confirmation
Microtranix §  Customer invoice
Microtronix Welcome
lof  Microtroni 100
the i1
15 — individual file:
Dear Kate Libby (), an GW/Lin

PLEASE PRINT THIS MESSAGE FOR YOUR RECORDS - PLEASE READ THIS EMAIL IN FUI

We are pleased to tell you that the server you ordered has now been set up and Is operational,

Keep me signed in

Server Dtalls

AM works with
Facebook Chat! mVPS-256

| Main IP: 162.218.208,183,

ACHIEVEMENT UNLOCKED!

jaXvi hm 2013 poc
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Hosting hiring
FAQ
Last

what about DNS?
what about hidden services?
you talking but all your shots are belong to us!

what to do and not next

o b=
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Hosting hiring
FAQ

Last

agur! bye bye! hasta otral

)

oroxe)
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